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1 Gioi thiéu

Tai liéu ndy mo ta vé cac APl ma Gateway clia Gotadi cung cap cho céc doi tac st dung.
Sau day goi tat la GTDI.

2 Quy wéc

2.1 Daic ta giao tiép web services

GTDI cung cép giao tiép dén dbi tac nhuw sau

- Dich vu: RESTful service

- Phuwong thiec: GET/POST

- Request/HTTP Response HTTP Request / HTTP Response
- CAu tric message: JSON. Chi tiét nhw bén dudi.

Méi request tr di tac g&i dén GTDI Gateway bao gébm cac thanh phan sau:

STT| Thanh phan Tham sé M6 ta
1| Request Header | Accept Accept encoding: application/json
2 Content-Type Request Content Type: application/json
3 apiKey API key do GTD cung cép
4 Others Cac tham sb khac phia Gotadi tw config.
5 Request Body Noi dung clia request. D6i véi loai di liéu

Object dwoc md ta trong tai liéu nay, khi
thwc hién request phai dat trong Body cla
HTTP, con cac thanh phan con lai duwoc
truyén nhw la param ctia moét HTTP
request.
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2.2 Ma héa dir liéu truyén
2.2.1 M6 ta thuat toan ma héa

& Tao key ngau nhién

3DES Key Generate ::> Random key

3DES Key generate 1a ham tao key ngau nhién. Mdi request va response s& phai
ung voi mot 3DES key riéng biét.

& Ky ch ky dién to

Partner Private key RSA Sign )
data + or + Algorithm signature
Gotadi Private key

Bén guri ap dung thuat toan RSA-SHA256 két hop voi Private key ciia chinh
minh dé ky chit ky dién tir. Xé4c thyc thong tin chinh tir bén dbi tac giri sang va
khong bi thay ddi trén duong truyén.

& Ma4 héa théng tin bang 3DES

data &  signature | + | Random key + | 3DES Algorithm :> ' Encrypted Data |

Data va chit ky dugc ma hoa bang thuat toan 3DES véi key random di duoc tao
trude d6. Cach thirc tao chudi ma héa tir data va signature s& dugc mo ta trong
bang tham s ciia timg request tai M6 ta chi tiét két ndi va trao d6i dir lidu. (Luu y

tlly vao API ma vi tri va thir tu cua signature trong chudi data s& khac nhau)

€ Mai héa key 3DES

Partner Public key

Random key + or + Ri]A (!)Enr:::\rr:l‘pt :> Encrypted Key
Gotadi Public key 9

Key ngau nhién tao ra s& dugc ma hoa bang thuat toan ma hoa bat dbi ximg RSA

bang Public key ctia bén nhan.
2.2.2 M6 ta thuat toan giai ma

& Giai ma 3DES key

Partner Private key

RSA Encrypt Random key
Encrypted Key @ + or + ) :>
Gotadi Private key Algorithm Decrypted

Bén nhan sir dung Private key ctia chinh minh dé giai ma 3DES key nhén duoc.

& Giai ma di liéu
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i Random key ) :> )
' Encrypted Data « + Decrypted + 3DES Algorithm data & | signature

Bén nhan sir dung 3DES key vira giai mi duoc dé giai ma nhan dugc data va chir
ky dién tu.
@ Xic thuc chiv ky dién tir

Partner Public key
signature = + or
Gotadi Public key

RSA Verify ::> Is valid
Algorithm signature ?

Bén nhan sir dung Public key ciia bén giri dé xac thuc chit ky dién tir bang thuat
todn RSA-SHA256.

2.3 Quy wéc

2.3.1 Bang quy wérc cédc tir viét tat

Viét tat T day da Y nghia
M Mandatory Bé&t budc phai cé khi goi API.
@) Optional Khoéng yéu cau khi goi API, tuy tirng muc dich st

dung ma cé truyén tham sé nay khéng.

C Condition Dwa trén Condition cua field khac khi goi API ma field
nay dwoc quyét dinh la Mandatory hay Optional.

2.3.2 Quy wore dinh dang di liéu

Loai div liéu Kiéu dir liéu Quy wérc

Ngay thang String Pham vi s dung: Trong tat ca cac request.

Dinh dang: mm-dd-yyyy. Vd: 07-04-2019, nghia la
ngay 4 thang 7 nam 2019.

Pham vi st dung: Trong cac response tra vé tir cac

Ngay than Strin .
gaythang J API lién quan dén Flight.

Dinh dang: yyyy-mm-dd HH:mm:ss. Gio tra vé 1a
gi® UTC, dinh dang 24h. Cac &ng dung client ty
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18T14:35:00.000Z.

chuyén dbi time zone cho phu hop. Vd: 2019-04-

2.3.3 Quy worc khac

Tén Y nghia Quy wéc

page T[]amis() V? 86, tr?ng Pay la sb nguyén. Vd: 1, 2, 3...
cua két qua tra vé

size Tham so ve s lvong | ) 5 54 nguyan va la boi sé cia 15. Mac dinh 1
két qua tra vé trong 1 15.
trang

3 HTTP Response Code

Response Code Y nghia
200 Success
400 Bad Request
401 Unauthorized
402 Forbidden
402 Not Found
500 Internal Server Error
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4 Quy trinh tao booking

4.1. WorkFlow flight

Workflow API GTD - Flight

Process Flow API1 Functions

Login into website
1. LSy danh séch hdng bay Q/
2.1 Tim chuyén bay Q/
2.2 Loc két qua tra vé Q/
3. Chon chuyén bay Q/
4. Ki€m tra vé trén hing Q/

v

5. Dt gilr chd Q/
6. Théng tin hanh khach Q/

7. Thyc hién thanh toén
iN

Chon hinh thirc thanh toén Q/

Thanh toan thanh céng?

8. Ghi nhjn trang théi thanh
todn

l

9. Xut vé Q/

1

Hién thi théng tin va xuit
PNR + 56 vé cho KH (gwi
mail)

Hién thj théng béo
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4.1. WorkFlow Hotel

Workflow APl GTD - Hotel

Phase 1

Process Flow

Login into website

1.1 Nhép key/ tén KS/ Dia
diém

[¢——————RQ/ RS-

I

1.2 Tim khéch san

|

2. Hién thi két qua

l

3.Chon Hotel

4. Kiém tra tinh trang phong

API Functions

/4
RE/RS-

Con phong?

S. Hién thj danh sich phong
théa digu kign

|

6. Dit phong

{

6. Thong tin chi tiét
booking

< RQ/R

|

7. Xac nhan théng tin booking

l

8. Hién thi hinh thirc thanh
todn

f¢—————RQ/RS—

|

9. Chon hinh thirc thanh todn

< £
<+ RE/RS

Thanh todn thanh céng?

8. Ghi nhan trang théi thanh

Y

< 4
obn RE/R
9. Xuét vé < REFRS >

l

Hi€n thj théng tin xuat vé PNR
va giri mail KH

Hién thi théng bao

y
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5 Danh sach cac API

Dwé&i day la danh sach cac API dwoc mé ta trong tai liéu nay.

STT | Loai API Nhém Phwong

thire

1 | Flight | LAy danh sach san bay Search GET

2 | Flight Tim chuyén bay néi dia Search GET

3 | Flight | Tim chuyén bay quéc té Search GET

4 | Flight | Loc théng tin chuyén bay Search POST

5 | Flight | LAy chi tiét hanh trinh Search POST

6 | Flight Tim diéu kién vé Search POST

7 | Flight Xac nhan théng tin dat vé Book POST

8 | Flight Tao draft-booking Book POST

9 | Flight L&y théng tin hanh ly Book POST

10 | Flight Thém thong tin hanh khach Book POST

11 | Flight Tao théng tin thanh toan Book POST

12 | Flight Xem théng tin booking Book GET

13 | Flight, | Commit Booking Issue POST

Hotel
6 M6 ta cu thé cac API
6.1 LAy danh sach san bay

= URL: https:/I<gotadi_gateway>/metasrv/api/_search/airports

= Method: GET

= Thong tin params:

Tén Field | Kiéu dirliéu | Bat budc M6 ta
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country String @) Ma nuwéce. Vd: VN, ...

page Number o Trang yéu ciu tra vé

query String @) T khéa tim kiém. Vi du SGN

size Number o Sé lwong két qua tra vé trong 1 trang.
= Vidu:

https://<gotadi_gateway>/metasrv/api/_search/airports?country=VN&page=0&
query=1&size=1000

= M0 ta cu thé (swagger):

get": {
ll_tagsll: [
"airport-resource”
1,
"summary": "searchAirports",
"operationId": "searchAirportsUsingGET",
"consumes": [
"application/json"
1,
"produces": [
"k
1,

"parameters": [

{

in": "header",
"name": "apiKey"
"type": "string"
"required":

"name": "query",

"in": "query",
"description": "query",
"required": )

"type": "string"

"name": "country",

in": "query",
"description": "country",
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"required": false,
"type": "string"

"name": "page",

"in": "query",

"description": "Page number of the requested
"required": false,

"type": "integer",

"format": "int32"

"name": "size",

"in": "query",

"description": "Size of a page",
"required": false,

"type": "integer",

"format": "int32"

"name": "sort",
"in": "query",
"description": "Sorting criteria in the format: property(asc|desc).
Default sort order is ascending. Multiple sort criteria are supported.”,
"required": false,
"type": "array",
"items": {
"type": "string"
}J
"collectionFormat":
}
])

"responses": {
"200": {
"description": "OK",
"schema": {
"type": "array",
"items": {
"$ref": "#/definitions/AirportDTO"

}
}s
"401": {
"description"”: "Unauthorized"

}s
"403": {
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"description": "Forbidden"

}s
"404": {
"description": "Not Found"

* Response: M6t mang cac (tham khao trong file swagger.yaml — mac
dinh tat ca cac object trong tai liéu nay dworc mé ta trong file di kém)

6.2 Tim chuyén bay ndi dia
= URL: https:/I<gotadi_gateway>/api/air-tickets/low-fare-search-async
» Method: GET

= Thoéng tin params:

Tén Field Kiéu div Bat M6 ta
liéu budc
origin_code String M Ma diém di, vd: HAN (Ha Nbi)
destination_code | String M M4 diém dén, vd: SGN (TP. H6 Chi Minh)
departure_date String M Ngay di
returnture_date String @) Ngay vé
cabin_class String O Loai ghé (B: BUSINESS, F: FIRST, P:

PREMIUM, E: ECONOMY)

route_type String O Loai hanh trinh (ONEWAY, ROUNDTRIP)
aduts_qtt Number M Sé lwgng hanh khach (nguwoi 16n)
children_qtt Number O Sé lwgng hanh khach ( tré em)
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infants_qtt Number Sé lwgng hanh khach (tré so sinh)

suppliers Array[String] Ma hang bay

page Number Sé trang clia trang dwoc yéu cau tra vé.

size Number Sé lwong két qua tra vé trong 1 trang

sort Array[String] Sédp xép két qua theo dinh dang:
[property,(asc|desc)]. VD: [‘id’,/asc’]. Mac
dinh kiéu sort |14 ‘asc’.

time Millisecond Thoi gian request dwoc thwc hién. VD:
1556934338180

key String (*)Chudi hash dé kiém tra checksum. VD:
XJdj8HXmU3dQZIA7WbJTskveHTKLGNK9
5ky3YWelhl0=

(*) Hwéng dan tao chudi checksum:

Gotadi str dung thuat toan Hmac SHA256 va cung céap private key cho dbi tac dé tinh toan

chuéi hash theo cong thirc sau day.

Hash = ConvertToBase64String(HmacSHA256(PRIVATE_KEY, HASH_DATA));

® ConvertToBase64String: Két qua cudi cung cla ctia ham bam phai duwoc dinh dang

chudi Base64.

® HmacSHA256: Ham bam dung thuat toan Hmac SH2A56.

® PRIVATE_KEY: Private key Gotadi cung cap cho dbi tac.

® HASH_DATA: Chudi dau vao cla ham bam phai dwoc sap sép theo thir tw bén dwdi:

origin_code + destination_code + departure_date + returnture_date +
cabin_class + route_type + aduts_qtt + children_qtt + infants_qtt + page +

size + time

= Vidu:

https://<gotadi_gateway>/api/air-tickets/low-fare-search-
async?aduts_qtt=1&children_qgtt=0&infants_qtt=0&departure_date=06-15-
2019&destination_code=SGN&origin_code=HAN&page=0&returnture_date=06-21-
2019&route_type=ROUNDTRIP&size=15&key=Rznk2YL994Ux7GASfvySpXNG6%2B0II
WKEB1Kz%2FulrnD0%3D&time=1557993033570
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= M6 ta swagger:

ll_tagSII: [
"air-tickets-resource"
1,
"summary": "lowFareSearchAsync",
"operationId"”: "lowFareSearchAsyncUsingGET",
"consumes": [
"application/json"
1,
"produces": [
"k
1,

"parameters": [

{

in": "header",

"name": "apiKey",
"type": "string",
"required": true

"name": "origin_code",

"in": "query",

"description": "origin_code",
"required": true,

"type": "string"

"name": "destination code",

"in": "query",

"description": "destination_code",
"required": true,

"type": "string"

"name": "departure_ date",

"in": "query",

"description": "Date Format is MM-dd-YYYY",
"required": true,

"type": "string"

"name": "returnture_date",

in": "query",
"description": "Date Format is MM-dd-YYYY",
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"required": false,
"type": "string"

"name": "cabin class",

"in": "query",

"description": "cabin_class",
"required": false,

"type": "string",

"default": "E"

"name": "route_type",

"in": "query",

"description"”: "ROUNDTRIP or ONEWAY",
"required": false,

"type": "string",

"default": "ONEWAY"

"name": "aduts qgtt",

"in": "query",
"description": "aduts qgtt",
"required": false,

"type": "integer",
"default": 1,

"format": "int32"

"name": "children gtt",

"in": "query",

"description": "children_qtt",
"required": false,

"type": "integer",

"default": o,

"format": "int32"

"name": "infants qgtt",

"in": "query",

"description": "infants_qtt",
"required": false,

"type": "integer",

"default": o,

"format": "int32"
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"name": "suppliers",
“query”,

"description"”: "suppliers",
"required": false,
"type": "array",
"items": {

"type": "string"
¥

"collectionFormat": "multi"

"name": "time",

"in": "query",
"description": "time",
"required": true,

"type": "string"

"name": "key",

"in": "query",
"description": "key",
"required": true,
"type": "string"

||name||: upageu’

in": "query",

"description": "Page number of the requested page",
"required": false,

"type": "integer",

"format": "int32"

"name": "size",

"in": "query",

"description": "Size of a page",
"required": false,

"type": "integer",

"format": "int32"

"name": "sort",

"in": "query",

"description": "Sorting criteria in the format: property(,asc|desc).
Default sort order is ascending. Multiple sort criteria are supported.",
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"required": false,
"type": "array",
"items": {

"type": "string"
}s
"collectionFormat":

}

I,

"responses": {
"200": {
"description": "OK",
"schema": {
"$ref": "#/definitions/AirLowFareSearchResultVM"
}
})
"401": {
"description"”: "Unauthorized"
})
"403": {
"description": "Forbidden"
})
"404": {
"description": "Not Found"

}

}

Response: object

6.3 Tim chuyén bay qubdc té

= URL: https://<gotadi_gateway>/api/air-tickets/low-fare-search-international-
async

= Method: GET

= Thong tin params:

Tén Field Kiéu divr | Bat budc Mb ta
lieu
origin_code String M Ma diém di. Vd: SGN, ...
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destination_code

String

Ma diém dén. Vd: SIN, ...

departure_date String Ngay di

returnture_date String Ngay vé

cabin_class String Loai ghé

route_type String Loai hanh trinh

aduts_qtt Number Sb ghé nguoi lén

children_qtt Number S6 ghé tré em

infants_qtt Number Sb ghé tré so sinh

page Number Sé trang clia trang dwoc yéu cau trd vé

size Number Sé lwong cta 1 trang

sort Sédp xép két qua theo dinh dang:
[prope[ty,(ascldesc)]. VD: [id’,’asc’]. Mac
dinh kiéu sort la ‘asc’.

time Millisecon Thoi gian request dwoc thwc hién. VD:

d 1556934953017
key String (*)Chudi hash dé kiém tra checksum. VD:

PGqTcliz2flntmMFOUX7b5i0OmyBF2j1U/IP
gFgHjjdw=

(*) Hwéng dan tao chudi checksum:

Gotadi str dung thuat toan Hmac SHA256 va cung cap private key cho déi tac dé tinh toan

chuéi hash theo cong thirc sau day.

Hash = ConvertToBase64String(HmacSHA256(PRIVATE_KEY, HASH_DATA));

® ConvertToBase64String: Két qua cudi cung cta ctia ham bam phai duwoc dinh dang

chudbi Base64.

® HmacSHA256: Ham bam dung thuat toan Hmac SH2A56.
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® PRIVATE_KEY: Private key Gotadi cung cap cho dbi tac.
® HASH_DATA: Chudi dau vao cla ham bam phai dwoc sap sép theo thir tw bén dwdi:

origin_code + destination_code + departure_date + returnture_date +
cabin_class + route_type + aduts_qtt + children_qtt + infants_qtt + page +
size + time

= Vidu:

https://<gotadi_gateway>/api/air-tickets/low-fare-search-international-
async?aduts_qtt=1&cabin_class=E&children_qtt=0&departure_date=01-19-
2020&destination_code=BKK&infants_qtt=0&key=9g1qo9fK2HsIMX9J%2BXKXpoudN
NwfGcTibhh0YS9AZd3M%3D&origin_code=SGN&page=0&returnture_date=01-28-
2020&route_type=ROUNDTRIP&size=15&time=1576492113928

= M6 ta swagger:

"tags": [
"air-tickets-resource"
])
"summary": "lowFareSearchInternationalAsync",
"operationId"”: "lowFareSearchInternationalAsyncUsingGET",

"consumes": [
"application/json"
1,
"produces": [
" fx
1,
"parameters": [
{
"in": "header",
"name": "apiKey",
"type": "string",
"required":

"name": "origin_code",

"in": "query",

"description": "origin_code",
"required": ,

"type": "string"

"name": "destination code",

: "query",
"description": "destination_code",
"required": ,
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"type": "string"

"name": "departure_ date",

"in": "query",

"description": "Date Format is MM-dd-YYYY",
"required": true,

"type": "string"

"name": "returnture_date",

"in": "query",

"description": "Date Format is MM-dd-YYYY",
"required": false,

"type": "string"

"name": "cabin class",

"in": "query",

"description": "cabin_class",
"required": false,

"type": "string",

"default": "E"

"name": "route_type",

in": "query",

"description"”: "ROUNDTRIP or ONEWAY",
"required": false,

"type": "string",

"default": "ONEWAY"

"name": "aduts qtt",

"in": "query",
"description": "aduts qgtt",
"required": false,

"type": "integer",
"default": 1,

"format": "int32"

"name": "children gtt",

"in": "query",

"description": "children_qtt",
"required": false,
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"type": "integer",
"default": o,
"format": "int32"

"name": "infants gtt",

"in": "query",

"description": "infants_qtt",
"required": false,

"type": "integer",

"default": o,

"format": "int32"

"name": "time",
"in": "query",
"description": "time",
"required": true,

"type": "string"

"name": "key",

"in": "query",
"description": "key",
"required": true,

"type": "string"

||name||: upageu’

in": "query",

"description": "Page number of the requested page",
"required": false,

"type": "integer",

"format": "int32"

"name": "size",

"in": "query",

"description": "Size of a page",
"required": false,

"type": "integer",

"format": "int32"

"name": "sort",

in": "query",
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"description": "Sorting criteria in the format: property(,asc|desc).
Default sort order is ascending. Multiple sort criteria are supported.”,
"required": false,
"type": "array",
"items": {
"type": "string"
}J
"collectionFormat": "multi"
}
])

"responses": {
"200": {
"description": "OK",
"schema": {

"$ref": "#/definitions/AirLowFareSearchResultvM"

}
})
"401": {
"description":
})
"403": {
"description": "Forbidden"
})
"404": {
"description": "Not Found"

"Unauthorized"

= Response: object

6.4 Loc théng tin chuyén bay

URL: https://<gotadi_gateway>/api/air-tickets/filter-availability

Method: POST

Théng tin params:

Tén Field | Kiéu dirliéu | Bat budc Mb ta
page Number o Trang yéu cau tra vé
size Number o Sé lwong két qua tra vé trong 1 trang.
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sort Array[String] 0 Sédp xép két qua theo dinh dang:
[property,(asc|desc)]. VD: [‘id’,/asc’]. Mac
dinh kiéu sort |14 ‘asc’.

= Vidu: https://<gotadi_gateway>/api/air-tickets/filter-
availability?page=08&size=15&sort=departureDate,asc

= Request Body: object

= M6 ta swagger:

ll_tagsll: [
"air-tickets-resource”

1,

"summary": "filterAirLowFare",

"operationId": "filterAirLowFareUsingPOST",

"consumes": [
"application/json"

1,

"produces": [
"k

1,

"parameters": [

{

in": "header",
"name": "apiKey"
"type": "string"
"required":

"in": "body",
"name": "airlLowFareFilterRQ",
"description"”: "airLowFareFilterRQ",
"required": ,
"schema": {
"$ref": "#/definitions/AirLowFareFiltervM"

||name||: upageu’

in": "query",
"description": "Page number of the requested page",
"required": )
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"type": "integer",
"format": "int32"

"name": "size",

"in": "query",

"description": "Size of a page",
"required": false,

"type": "integer",

"format": "int32"

"name": "sort",

"in": "query",

"description": "Sorting criteria in the format: property(,asc|desc).
Default sort order is ascending. Multiple sort criteria are supported.”,

"required": false,

"type": "array",

"items": {

"type": "string'

}s

"collectionFormat": "multi"

}
15

"responses": {

"200": {
"description": "OK",
"schema": {
"$ref": "#/definitions/AirLowFareSearchRS"

}
}s
"201": {

"description": "Created"
}s
"401": {

"description”: "Unauthorized"
}s
"403": {

"description": "Forbidden"
}s
"404": {

"description": "Not Found"
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= Response: object

6.5 Lay chi tiét hanh trinh
= URL: https:/I<gotadi_gateway>/api/air-tickets/group-itinerary/{id}
= Method: POST

= Thong tin params:

Tén Field | Kiéu divliéu | Bat budc Mb ta
page Number o Trang yéu cau tra vé
size Number o Sé lwong két qua tra vé trong 1 trang.
sort Array[String] 0 Sédp xép két qua theo dinh dang:
[property,(asc|desc)]. VD: [‘id’,/asc’]. Mac
dinh kiéu sort |14 ‘asc’.

= Vidu: https://<gotadi_gateway>/api/air-tickets/group-itinerary/b3feb804-4d29-
47da-a44b-70a88ba9f46a?page=0&size=1000&sort=departureDate,asc

= Request body: object

= M6 ta swagger:

"tags": [

"air-tickets-resource"
])
"summary": "getGroupPricedItinerary",
"operationId": "getGroupPricedItineraryUsingPOST",
"consumes": [

"application/json"

1,

"produces": [
L

1,

"parameters": [

{

in": "header",
"name": "apiKey",
lltypell: "Str‘ing",
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"required": true

"name": "id",

"in": "path",
"description": "id",
"required": true,
"type": "string"

"in": "body",
"name": "airSearchId",
"description": "airSearchId",
"required": true,
"schema": {
"$ref": "#/definitions/AirLowFareFilterRQ"

"name": "page",

"in": "query",

"description": "Page number of the requested page",
"required": false,

"type": "integer",

"format": "int32"

"name": "size",

"in": "query",

"description": "Size of a page",
"required": false,

"type": "integer",

"format": "int32"

"name": "sort",
"in": "query",
"description": "Sorting criteria in the format: property(,asc|desc).
Default sort order is ascending. Multiple sort criteria are supported.”,
"required": false,
"type": "array",
"items": {
"type": "string"

}s

"collectionFormat":
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1,

"responses": {
"200": {
"description"”: "OK",
"schema": {

"$ref": "#/definitions/AirGroupPricedItineraryRS"

}
}s
"201": {
"description": "Created"

}s

"401": {
"description”: "Unauthorized"

}s
"403": {
"description": "Forbidden"

}s
"404": {
"description": "Not Found"

}
}

Response: object

Lay diéu kién vé

URL: https://<gotadi_gateway>/api/air-tickets/farerules
Method: POST
Théng tin params: none
Vi du:
https://<gotadi_gateway>/api/air-tickets/farerules
Request Body: Object

M6 ta swagger:

ll_tagsll: [
"air-tickets-resource"

1,

"summary": "retrieveFareRules",
"operationId": "retrieveFareRulesUsingPOST",
"consumes": [
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"application/json"
1,
"produces": [
nk ko
1,
"parameters": [
{
"in": "body",
"name": "airFareRuleRQ",
"description"”: "airFareRuleRQ",
"required": ,
"schema": {
"$ref": "#/definitions/AirFareRuleRQ"

}
¥
15

"responses": {
"200": {
"description": "OK",
"schema": {
"$ref": "#/definitions/AirFareRuleRS"
}
})
"201": {
"description": "Created"
})
"401": {
"description"”: "Unauthorized"
})
"403": {
"description": "Forbidden"
})
"404": {
"description": "Not Found"

= Response: Object
6.7 Xac nhan thong tin dé dit vé
= URL: https:/I<gotadi_gateway>/api/air-tickets/revalidate

=  Method: POST
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Théng tin params: none
Vi du: https://I<gotadi_gateway>/api/air-tickets/revalidate

Request Body: object

M6 ta swagger:

"tags": [

"air-tickets-resource"
])
"summary": "revalidateAirFare",
"operationId": "revalidateAirFareUsingPOST",
"consumes": [

"application/json"
])

"produces": [
L

1,

"parameters": [
{
"in": "body",
"name": "airRevalidateRQ",
"description"”: "airRevalidateRQ",
"required": ,
"schema": {
"$ref": "#/definitions/AirRevalidateRQ"
}
}
])

"responses": {
"200": {
"description"”: "OK",
"schema": {
"$ref": "#/definitions/AirRevalidateRS"
}
})
"201": {
"description": "Created"
})
"401": {
"description"”: "Unauthorized"
})
"403": {
"description": "Forbidden"

},
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"404": {
"description": "Not Found"

¥
}

= Response: object

6.8 Tao draft-booking
= URL: https://I<gotadi_gateway>/api/air-tickets/draft-booking
= Method: POST
= Thong tin params: none
= Vidu: https://<gotadi_gateway>/api/air-tickets/draft-booking
= Request Body: Object

= M6 ta swagger:

"tags": [
"air-tickets-resource"
])
"summary": "createDraftBooking",
"operationId": "createDraftBookingUsingPOST",
"consumes": [
"application/json"
])
"produces”: [
"k
])
"parameters": [
{
B 1 B oToTe (VAR
"name": "ticketDraftBooking",
"description": "ticketDraftBooking",
"required": ,
"schema": {
"$ref": "#/definitions/TicketDraftBookingVM"

}
¥

1,

"responses": {
"200": {
"description": "OK",
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"schema": {
"$ref": "#/definitions/TicketDraftBookingRS"

}
})
"201": {
"description": "Created"
})
"401": {
"description"”: "Unauthorized"

}s
"403": {
"description": "Forbidden"
}s
"404": {
"description": "Not Found"
}
}

= Response: object
6.9 LAy thong tin hanh ly
= URL: https://I<gotadi_gateway>/api/air-tickets/ssr-offer/{bookingNumber}

= Method: GET

= Thong tin params:

Tén Field Kiéu dir | Bat budc M6 ta
liéu
bookingNumber | String M Ma sb dat chd.
= Vidu:

https://<gotadi_gateway>/api/air-tickets/ssr-offer/AICO1903260155753

= M6 ta swagger:

"tags": [
"air-tickets-resource"

1,

"summary": "retrieveSsrOffer",
"operationId"”: "retrieveSsrOfferUsingGET",
"consumes": [
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"application/json"

1,

"produces": [
L

1,

"parameters": [
{
"name": "bookingNumber",
"in": "path",
"description": "bookingNumber",

"required": ,
"type": "string"
}
])

"responses": {
"200": {
"description": "OK",
"schema": {
"$ref": "#/definitions/AirSsrOfferRS"

}
})
"401": {
"description":
})
"403": {
"description": "Forbidden"
})
"404": {
"description": "Not Found"

"Unauthorized"

= Response: object

6.10 Thém théng tin hanh khach
= URL: https//<gotadi_gateway>/api/air-tickets/add-booking-traveller
= Method: POST
= Thong tin params: none
= Vidu:

https//<gotadi_gateway>/api/air-tickets/add-booking-traveller
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Request Body:

= M6 ta swagger:

"tags": [
"hotel-resource"
])
"summary": "addBookingTraveller",
"operationId": "addBookingTravellerUsingPOST 1",
"consumes": [
"application/json"
])

"produces": [
L

1,

"parameters": [
{
B 1 B oToTe (VAR
"name": "bookingTraveller",
"description": "bookingTraveller",
"required": true,
"schema": {
"$ref": "#/definitions/BookingTravellerRQ"

}

"name": "x-hotel-client-ip",
"in": "header",
"description": "x-hotel-client-ip",
"required": false,
"type": "string"
}
1,

"responses": {

"200": {
"description"”: "OK",
"schema": {

"$ref": "#/definitions/BookingCodeRS"

}

})

"201": {
"description": "Created"

})

"401": {
"description"”: "Unauthorized"

},
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"403": {
"description": "Forbidden"

}s
"404": {

"description": "Not Found"

= Response: object

6.11 Tao théng tin thanh toan

URL: https//<gotadi_gateway>/api/air-tickets/payment-booking

Method: POST

= Thong tin params: none

Vi du: https//<gotadi_gateway>/api/air-tickets/payment-booking
= Request Body: object

= M6 ta swagger:

"tags": [
"payment-resources"”
])
"summary": "paymentBooking",
"operationId": "paymentBookingUsingPOST 1",
"consumes": [
"application/json"
])
"produces": [
"k

1,

"parameters": [

{

B 1 B oToTe (VAR
"name": "paymentBookingReq",
"description": "paymentBookingReq",
"required": ,
"schema": {

"$ref": "#/definitions/PaymentBookingReq"
}
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}
1B
"responses": {
"200": {
"description": "OK",
"schema": {
"$ref": "#/definitions/PaymentBookingRes"

}
}s
"201": {

"description": "Created"
}s
"401": {

"description"”: "Unauthorized"
}s
"403": {

"description": "Forbidden"
}s
"404": {

"description": "Not Found"

= Response: object

6.12 Xem thoéng tin booking
= URL: https://I<gotadi_gateway>/api/products/booking-detail
» Method: GET

= Thong tin params:

Tén Field Kiéu dir | Bat budc M6 ta
liéu
bookingNumber | String M Ma sb dat chd.

= Vidu: https://<gotadi_gateway>/api/products/booking-
detail?booking_number=AIC01903260155753

= M6 ta swagger:

"tags": [
"product-resource”
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1,

"summary": "getBookingDetail",
"operationId"”: "getBookingDetailUsingGET",
"consumes": [

"application/json"
1,
"produces”: [

nk ko
1,

"parameters": [

{

"name": "booking number",
"in": "query",
"description": "booking number",
"required": ,
"type": "string"

}

])
"responses": {

"200": {
"description": "OK",
"schema": {

"$ref": "#/definitions/GroupBooking"

}

})

"401": {
"description”: "Unauthorized"

})

"403": {
"description": "Forbidden"

})

"404": {
"description"”: "Not Found"

= Response: object

6.13 Xuat vé
= URL: https://I<gotadi_gateway>/api/air-tickets/partner/commit
* Method: POST

= Thoéng tin params:

Gotadi API Integration Page 37



Tén Field Kiéu divr | Bat budc Mb ta
liéu

access_code String M Ma dir liéu Gotadi cung cép cho dbi tac

booking_number | String M Ma dat chd

partner_trans_id | String O Ma dinh danh giao dich ctia ddi tac, st dung
dé dbi soat voi hé thdng Gotadi. Mac dinh
c6 gia tri la booking_number.

product_type String M Co 2 gia tri:
AIR: Vé may bay
HOTEL: Khach san

signature String M Chir ky dién tir dwoc tao ra tir chudi div
lieu ky va Private Key cutia doi tac.
Chudi dir liéu ky dworc tao ra theo thir tw
sau trwée khi ky:
access_code|booking_number]|
partner_trans_id| product_type

® Dic ta ma héa dir liéu dau vao (Div liéu d6i tac POST)

Tén Field Kiéu divr | Bat budc Mb ta
liéu
data String M Chu§i dir lieu ma héa dwoc tao ra tw
chuoi dirv liéu truyén va thuat toan ma
héa 3DES.

Chudi dir liéu dwore tao theo thir tw bén
dwéi trieéc khi ma héa:
access_code|booking_number|

partner_trans_id|product_type|signature

key String M Key giai ma data

= Viduy: https://<gotadi_gateway>/api/air-tickets/partner/commit
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= Request Body:
= {

"data": "XXXXXXXXXX",
"key": "XXXXXXXXXX"

=}
€ Vidumo td ma héa “data” va “key” (Request):
* Chu y: Mau bén duwéi sé dung 44

signData = "BAOLAUUAT|ADPO1912230552053|ADP0O1912230552053|AIR";

/I Thir tw signData => access_code|booking_number|partner_trans_id|product_type
partnerPrivateKey = "<RSAKeyValue><Modulus> ... </D></RSAKeyValue>";
gotadiPublicKey = "<RSAKeyValue><Modulus> ... </Exponent></RSAKeyValue>";
signature = CryptoUtil.signRSA(signData, partnerPrivateKey);

transferData = signData + "|" + signature;

byte[] byteKey = CryptoUtil.generateKey();

encryptData = CryptoUtil.encryptTripleDes(transferData, byteKey); // Nhan dwoc data da Encrypt
encryptKey = CryptoUtil.encryptRSA(byteKey, gotadiPublicKey); //INhan dwoc key da Encrypt

M6 t& mau Request Body:

"data": "xJ40i-q27mW_Gm2ZtXA32d1UKETYyUZjojOvaQqxtG6iHOXItNgjo9boKIk-

OEeey -
YsriyFKyzODKojVzpOkxTa5dXIkkfzBwILKsxnfoulKB6WLZ1CLPdIPBelrHLOM]jfcuklA3myNI2xnf4
8_EpNki5Mk4gxxjlv4ATp91AT2BKQhSHVS9XA05tBQM]j-PEw-
40b9ZkaKe5KN1w50EN25y0rGYAKOUZSDQy_GKp5s3q3gJG8x-u-z0-

6L jbd7UR4AxwbHUwcAMmMg8gAYmQ5usMbXrowNc6Q68F84ADARW" ,

"key": "HBz5fVdbfwFmnA44Tvk4vqKgmzEhCCcIkGAVIPiMSLwwTg7qIfQlCYQyG91yM gl
X7dPQpDuf_nh8dhL-
OTKID4d_RkcE4TpMR131q7BipkXEP6DDLc21bNKKxtFpiEkCpw_MgKr7GuaD2vgpAfQ7-
_rwkN61trongNcG5d7UYA",

}

® Dic ta div liéu daura

Tén Field Kiéu div | Bét buéc Mb ta
liéu
access_code String M Ma truy cap dbi tac cap cho Gotadi.
booking_number | String M Ma dat cho
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error_code String M Ma 16i Gotadi tra vé. 45

product_type String M Co 2 gia tri:
AIR: Vé may bay

HOTEL: Khach san

properties JSON M Théng tin chi tiét cha don hang.
String
return_url String o Trang hién thi két qua giao dich cla

Gotadi. Néu déi tac khong xay dung
trang két qua c6 thé st dung dé hién

thi két qua.
total_amount Double M Tong so tién thanh toan.
signature String M Chir ky dién tir dwoc tao ra tir chudi div

liéu ky va Private Key cua Gotadi.
Chubi dir liéu ky dwoc tao ra theo thiy
tw sau trwéec khi ky:
access_code|booking_number]|
error_code|product_type|properties|
return_url|total_amount

® Dic ta ma héa dir liéu dau ra (Div liéu dang JSON Gotadi tra vé)

Tén Field Kiéu divr | Bat budc Mb ta
liéu
data String M Chu§i dir lieu ma héa dwoc tao ra tw
chuoi div liéu truyén va thuat toan ma
héa 3DES.

Chudi dir liéu dworc tao theo thir tw bén
dwéi treée khi ma héa:
access_code|booking_number]|
error_code|product_type|properties|
return_url|signature|total_amount

key String M Key giai ma data
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= Response:

"data": "XXXXXXXXXX",
"key": "XXXXXXXXXX"

"}
€ Vidu mo ta giai ma “data”, “key” (Response) va verify chir ky dién t:

*Cha y: Mau bén dwéi sé dung 44

encryptData = "YNUWW]3-qFYUOOFd ... mBgjmSFgbSjb"; // Data Response tra vé
encryptKey = "WO08idQEsAh1mtJq ... fTWXTQnYSyUIdV"; // Key Resonse tra vé

// Dung encryptData va encryptKey dé gidi ma

partnerPrivateKey = "<RSAKeyValue><Modulus> ... </D></RSAKeyValue>";

gotadiPublicKey = "<RSAKeyValue><Modulus> ... </Exponent></RSAKeyValue>";

byte[] decryptKey = CryptoUtil.decryptRSAToByte(encryptKey, partnerPrivateKey);

decryptData = CryptoUtil.decryptTripleDes(encryptData, decryptKey); // Dir liéu da dwoc giai ma
/] Tach tlr chudi decryptData dé 14y dwoc signature

tempData = data.substring(0, data.lastindexOf("|"));

signature = tempData.substring(tempData.lastindexOf("|") + 1);

J] === Verify chir ky dién tt
transferData = "GOTADIUAT|ADPO1912230552053|00]AIR]| ... |2000000";

/l tranfersData s& dwoc sép xép theo thtr tw nhw sau:
/] access_code|booking_number| error_code|product_type|properties|return_url|total_amount
verify = CryptoUtil.verifyRSA(transferData, signature, gotadiPublicKey);

/I Boolean (true: chir ky chinh xac - false: chir ky sai)

M0 ta mau Response Body:

"data": "YNUWW]j3-qFYUOOFdO2Nrqa-RKD8z3fUZqFLME@9js4tnmBgjmSFgbSjb-
r7iISN93AH7UX-L37_htMPtZOqVFppz6TIXIvhG nUqI-
LRYSr6CmwBZ105Nz4NELKkOZoRRcXwEj5irGahJdtd- rHAKMTfPANtMnrinvN-
p7qdi6qa33qLuFamImCTVHagnwIXor@tX HgbWHEAdrT1jWEEirmJCIRhGCEUt5iwM@6D3rcd3Kaw8br
sIIzfPAntMnriwvN-

p7qdi6éga33qLuFamImCeilH_Hs6xmvMbtnT7L1KBbgvq7xRkgLNUHhLPTxzRnhJj1TqQWTbCMrB_1vgf
MdqufFjq90gkUt8R1V9-
fx9TV1A1PD7m03x02B30GTy1fhChGacgQnzVIG75v0V1hkL2eq5B_aNcUFwiMrg-1FtjilLNc-
smDLhFPSuBy7Ci7HEINen1x1DVNxDpzfuNzg@g ©3JE3D3nLrHHTRtsMXnpqg_QKZ8r5pw96WNXLKIto4
FkIJ7WuNTAaf@On2jRYHHyZYpHQTWSCYh7yGk1PyEFj Dv1VqwY2P5L2V-
Wk@14xwVPT7tBNHRHOWYVCAIiPAKxpABIRXDIXv4qjO5b1TGyJj931j5Y1bzimjyIT4pkOnfu_jpKuA_
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Zbl mYHszbPRObX20NQtNh41tZ8SnK1K7Hs9CKCajb-
1fm1sUKT60A09ZWqok7u2sPEZsirqTgAxuwltIrxkxgjyfSZHdGZMI2estpjMco2UwbeuwhF723rdTps
07Q58RXNOMcWtMpIZwz7YIbwUlh031RR91i75tLnybRHWKY4gb7hW9t0-IKV_jl6ShA-
QhIdTqs503dBbGfklZA zgQd8LtIu9b I1F09GG1QvziltgBjvK1lcH6b47C6XtoUC5Z3360xQ0cgpusZ
R8zWkDOJABx8mCVi9NFCGX4IUXgWvOOYjKRQnaoYveG4 vwgl pc8",

"key": "WO8idQEsAhlmtIqCgWhu_4Z ULo5xfsunfTWXTQnYSyUIdVFcbboD2hMvj-
4akIfoOgy5Dt-
luuafbnOuQP3DXujg91RLVgI1S4WPn16mABFhSCWwwD8I1YBNK3AUbBwOtyiB4eiuS4HApS5bjAHbBTwWO
nfAUIOwWNyIKV8asreG4",

}

6.14 Xuat héa don
URL: https//<gotadi_gateway>/api/products/tax-receipt
= Method: POST
= Thong tin params: none
= Request Body: object
= Mb ta Request Body:

BookingTaxReceiptRequest {
bookingNumber (string, optional),
taxCompanyName (string, optional),
taxAddress1 (string, optional),
taxAddress?2 (string, optional),
taxNumber (string, optional),
taxPersonallnfoContact (string, optional),

¢ Vidumota:
HTTP Request URL : api/products/tax-receipt

"bookingNumber":"ADC02001082183218",
"taxCompanyName":"Test Gotadi",
"taxAddress1":"Test 11bis Nguyén Gia Thiéu",
"taxAddress2":"0908106999",
"taxNumber":"000000000002",

"taxPersonalinfoContact":
"{\"name\"\"ANH\"\"phone\":\"0908102795\" \"email1\":\"anh.nguyen@gotadi.co

m\"\"fname\":\"NGUYEN\",\"phoneCode3\":\"84\" \"phoneNumber\":\"0908106868\",\"not
e\":\"Api xuat héa don\"}"

= Response Body: object
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= M0 ta Response Body:

OTAResult {
result(Booking TaxReceiptRequest, optional),
duration (string, optional),
textMessage (string, optional),
errors (string, optional),
infos (string, optional),
success (string, optional),

¢ Vidumota:

"result":
{
"bookingNumber":"ADC02001082183218",
"taxCompanyName":"Test Gotadi",
"taxAddress1":"Test 11bis Nguyén Gia Thiéu",
"taxAddress2":"0908106999",
"taxNumber":"000000000002",

"taxPersonallnfoContact":

"{\"name\":\"ANH\"\"phone\":\"0908102795\" \"email1\":\"anh.nguyen@gotadi.co

m\"\"fname\":\"NGUYEN\",\"phoneCode3\":\"84\",\"phoneNumber\":\"090810686
8\"\"note\":\"Api xuat hdéa don\"}"

}
"duration": 0,
"textMessage": null,
"errors": null,
"infos": null,

"success": true
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7 Phuluc

7.1 Cac ham tham khao

7.1.1 Tao chi ky bang RSA-SHA256

public static String signRSA(String data, String xmIPrivateKey) throws Exception {
PrivateKey privKey = getPrivateKeyFromXML(xmIPrivateKey);
Signature instance = Signature.getinstance(“SHA256withRSA");
instance.initSign(privKey);
instance.update(data.getBytes("UTF-8"));
byte[] signature = instance.sign();
/l convert Byte to Base64

return Base64.encodeBase64String(signature);

7.1.2 Verify chi¥ ky bang RSA-SHA256

public static boolean verifyRSA(String data, String signature, String xmlPublicKey) throws Exception {
PublicKey pubKey = getPublicKeyFromXML(xmIPublicKey);
Signature instance = Signature.getinstance("SHA256withRSA");
instance.initVerify(pubKey);
instance.update(data.getBytes("UTF-8"));

return instance.verify(Base64.decodeBase64(signature));

N

.1.3 Encrypt di¥ liéu bang RSA

public static String encryptRSA(byte[] byteData, String xmlPublicKey) throws Exception {
Cipher cipher = createCipherEncrypt(xmlPublicKey);
byte[] encrypted = cipher.doFinal(byteData);
return Base64.encodeBase64URLSafeString(encrypted);

}

private static Cipher createCipherEncrypt(String xmIPublicKey)
throws Exception {
PublicKey publicKey = getPublicKeyFromXML(xmlIPublicKey);
Cipher cipher = Cipher.getinstance("RSA");
cipher.init(Cipher.ENCRYPT_MODE, publicKey);

return cipher;

7.1.4 Decrypt di¥ liéu bang RSA
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public static byte[] decryptRSAToByte(String encrypted, String xmlPrivateKey) throws Exception {
Cipher cipher = createCipherDecrypt(xmlPrivateKey);
byte[] bts = Base64.decodeBase64(encrypted);
byte[] decrypted = cipher.doFinal(bts);
return decrypted;

}

private static Cipher createCipherDecrypt(String xmlPrivateKey)
throws Exception {
PrivateKey privateKey = getPrivateKeyFromXML(xmlPrivateKey);
Cipher cipher = Cipher.getinstance("RSA");
cipher.init(Cipher. DECRYPT_MODE, privateKey);

return cipher;

7.1.5 Encrypt di¥ liéu bang TripleDes

public static String encryptTripleDes(String data, byte[] key) throws Exception {
/I Create and initialize the encryption engine
Cipher cipher = Cipher.getinstance("DESede");
SecretKeySpec keyspec = new SecretKeySpec(key, "DESede");
cipher.init(Cipher. ENCRYPT_MODE, keyspec);
byte[] encBytes = cipher.doFinal(data.getBytes("UTF-8"));
return Base64.encodeBase64URLSafeString(encBytes);

7.1.6 Decrypt di¥ liéu bang TripleDes

public static String decryptTripleDes(String data, byte[] key)
throws Exception {
/I Create and initialize the encryption engine
Cipher cipher = Cipher.getinstance("DESede");
SecretKeySpec keyspec = new SecretKeySpec(key,"DESede");
cipher.init(Cipher. DECRYPT_MODE, keyspec);
byte[] decBytes = cipher.doFinal(Base64.decodeBase64(data));
return new String(decBytes, "UTF-8");

7.2 Bang chu thich ma 16i (error_code)

Ma 16i Mé ta
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00 Giao dich thanh céng.

01 Vé/phong dang chd xt ly.

02 Xuét vé/phong that bai.

03 Xac thue link webview that bai.

04 Ch{r ky dién t&r khong hop €.

05 Giai ma 3DES thét bai.

06 Ma xac thyc (Access Code) khéng hop €.
07 D liéu sai dinh dang.

08 Giao dich da dwoc thanh toan.

99 L&i khac.

7.3 Cac object dwoc str dung

Xem file swagger.yaml di kem
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